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1. PROJECT OVERVIEW

For this project we used Snort and Hping3 to simulate attacks and detect them live, issuing commands to trigger the attacks and
writing rules for snort to detect those attacks.
Youtube Link: https://youtu.be/Oz1C9PKlaWo

1I. NETWORK SETUP

Please see my project 1 or 2 submission for more detail on this.

I11. SOFTWARE

[ used Proxmox as my hypervisor, was able to get serial console access to each vm, using 3 different ssh sessions to my
hypervisor. I got permission at the beginning of the semester to use this setup. For more detail please refer to project 1
or 2 submissions. For actually performing the lab, we used Ubuntu 18.04 as the OS, snort as the Intrustion Detection
Software, and hping3 as our packet crafting, scanning, etc, suite.

1V. PROJECT DESCRIPTION

We were to simultaneously figure out how to perform different kinds of DDoS attacks, while also trying to use Snort to
detect them. Snort typically comes with it’s own rules that are very good, however we opted to write our own, as we
will probably have to do in the field. I worked my way through each segment of the lab, writing commands and rules as
I went, and continuously copying them over to the VM from my laptop. This allowed me to quickly trial and error until
I got this right. I opted to use nmap for all the scans because I was more familiar with it.

Screenshots below:

oe

ubuntu@ubuntu:~$ sudo ./client-attack.sh

Land Attack

using ens18, addr: 192.168.0.10, MTU: 1500

HPING 16.0.0.10 (ens18 16.0.0.10): S set, 40 headers + @ data bytes
hping in flood mode, no replies will be shown

AC

——- 16.0.0.10 hping statistic ——
2308027 packets transmitted, @ packets received, 100% packet loss
rTound-trip min/avg/max = 0.0/0.0/0.8 ms

Flood Attack
using ens18, addr: 192.168.0.10, MTU: 1500

HPING 16.0.0.10 (ensi8 16.0.0.10): S set, 40 headers + @ data bytes
hping in flood mode, no replies will be shown

ac

—— 16.0.0.10 hping statistic —

3667776 packets transmitted, @ packets received, 100% packet loss
Tound-trip min/avg/max = ©.0/0.0/0.0 ms

ICMP Smurf Attack
HPING 16.255.255.255 (ens18 16.255.255.255): icmp mode set, 28 headers + @ data bytes
hping in flood mode, no replies will be shown

ac

—— 16.255.255.255 hping statistic —

10103148 packets transmitted, @ packets received, 100% packet loss

Tound-trip min/avg/max = 0.0/0.0/0.8 ms

UDP Flood Attack
HPING 16.0.0.10 (ens18 16.0.0.10): udp mode set, 28 headers + @ data bytes
hping in flood mode, no replies will be shown

ac

-— 16.0.0.10 hping statistic —

4008162 packets transmitted, @ packets received, 100% packet loss
rTound-trip min/avg/max = 0.0/0.0/0.8 ms

TCP ACK Scan

Starting Nmap 7.60 ( https://nmap.org ) at 2022-85-87 04:15 UTC

Note: Host seems down. If it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 IP address (@ hosts up) scanned in 3.89 seconds

TCP FIN Scan

Starting Nmap 7.60 ( https://nmap.org ) at 2022-85-87 04:15 UTC

Note: Host seems down. If it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 IP address (@ hosts up) scanned in 3.89 seconds

TCP Xmas Scan

Starting Nmap 7.60 ( https://nmap.org ) at 2022-85-87 04:15 UTC

Note: Host seems down. If it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 IP address (@ hosts up) scanned in 3.89 seconds

TCP Null Scan

Starting Nmap 7.60 ( https://nmap.org ) at 2022-85-87 04:15 UTC

ubuntu@ubuntu:~$ sudo nmap -sA 16.0.0.18
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Attack’s running, and the NULL scan working.

gusfowler — ssh root@gus-pve — 221x58
ssh root@gus-pe

ubuntuGubuntu:~$ sudo nmap -sA 16.0.0.10

Starting Nmap 7.60 ( https://nmap.org ) at 2022-85-87 04:16

Nmap scan report for 16.0.0.10

Host is up (9.80014s latency).

All 1600 scanned ports on 16.0.0.10 are unfiltered

Nmap done: 1 IP address (1 host up) scanned in 1.55 seconds
ubuntuGubuntu:~$ sudo nmap -sF 16.0.0.10
Starting Nmap 7.60 ( https://nmap.org ) at 2022-85-87 04:17
ubuntuGubuntu:~$ sudo nmap -sX 16.0.0.10
Starting Nmap 7.60 ( https://nmap.org ) at 2022-85-87 04:17
ubuntuGubuntu:~$ sudo nmap -sN 16.0.0.10
Starting Nmap 7.60 ( https://nmap.org ) at 2022-85-87 04:17
Nmap scan report for 16.0.0.10
Host is up (0.80022s latency).
Not shown: 996 closed ports
T STATE SERVICE
open|filtered ftp
open|filtered ssh
open|filtered domain
open|filtered http

Nmap done: 1 IP address (1 host up) scanned in 3.85 seconds
ubuntu@ubunt $ sudo nmap -sU 16.0.0.18

Starting Nmap 7.60 ( https://nmap.org ) at 2022-85-87 04:18

ubuntu@ubuntu:~$ [

Xmas, NULL, and UDP scans being ran — some cancelled to save time though.

gusfowler — ssh root@gus-pve — 221x58

.039243
.039243
.039247
.039247
.039252
.039252
.839257
.039257
.039261
.039261
.039266
.839266
.039270

.039361
.039366
.039366
.839370
.039370
.039375
.039375
.039380
.839380
.039384
.039384

ssh root@gus-pve

1

1
1
1
1
1
1
1
1
:10000004:0]
1

110000006 : 0.

110000004 : 0.

1
1
1
1
1
1
1
]
1
1
1
1
1
1
1
1
1
1
1
1
1
1

SYN Land ATTACK [+x]
SYN - could be FLOOD
SYN Land ATTACK [x]
SYN - could be FLOOD
SYN Land ATTACK [x]
SYN - could be FLOOD
SYN Land ATTACK [x]
SYN - could be FLOOD
SYN Land ATTACK [xx]
SYN - could be FLOOD
SYN Land ATTACK [xx]
SYN - could be FLOOD
SYN Land ATTACK [x]
SYN - could be FLOOD
SYN Land ATTACK [x]
SYN - could be FLOOD

Land ATTACK [x]
SYN - could be FLOOD

Land ATTACK [+x]
SYN - could be FLOOD
SYN Land ATTACK [xx]
SYN - could be FLOOD
SYN Land ATTACK [#x]
SYN - could be FLOOD
SYN Land ATTACK [x]
SYN - could be FLOOD

Land ATTACK [x]
SYN - could be FLOOD
SYN Land ATTACK [%]
SYN - could be FLOOD
SYN Land ATTACK [xx]
SYN - could be FLOOD
SYN Land ATTACK [xx]
SYN - could be FLOOD
SYN Land ATTACK [x]
SYN - could be FLOOD
SYN Land ATTACK [x]
SYN - could be FLOOD

Land ATTACK [x]
SYN - could be FLOOD
SYN Land ATTACK [+x]
SYN - could be FLOOD
SYN Land ATTACK [+x]
SYN - could be FLOOD
SYN Land ATTACK [#x]
SYN - could be FLOOD
SYN Land ATTACK [x]
SYN - could be FLOOD

Land ATTACK [x]
SYN - could be FLOOD
SYN Land ATTACK [+x]
SYN - could be FLOOD
SYN Land ATTACK [xx]
SYN - could be FLOOD
SYN Land ATTACK [#x]
SYN - could be FLOOD
SYN Land ATTACK [x]
SYN - could be FLOOD

[Priority: @] {TCP} 16.0.
[#+] [Priority: @1 {TCP}
[Priority: @] {TCP} 16.0.
[#x] [Priority: @] {TCP}

[#x] [Priority: @] {TCP}

0.10:
16.0.
0.10

[Priority: @] {TCP} 16.0.0.10

[#+] [Priority: @] {TCP}

[Priority: @] {TCP} 16.0.0.

[++] [Priority: ] {TCP}

[Priority: @] {TCP} 16.0.0.10:6:

[*+] [Priority: @1 {TCP}

[Priority: @] {TCP} 16.0.
[

[#x] [Priority: @] {TCP}

[Priority: @] {TCP} 16.0.

[#x] [Priority: @] {TCP}

16.0.0.
[Priority: @] {TCP} 16.0.8.10:

61329 -> 16.0.
0.10:61329 —>

0.10:
16.0.

.0.10

.0.10:61336 —>

[Priority: @] {TCP} 16.0.0.

[#x] [Priority: @] {TCP}

[Priority: @] {TCP} 16.0.0.

[++] [Priority: ] {TCP}
[Priority: @] {TCP} 16.0.
[#x] [Priority: @] {TCP}
[Priority: @] {TCP} 16.0.
[++] [Priority: @] {TCP}

16.0.
0.0.10

16.0.
.0.10

16.0.
.0.10:

16.0.0.

.0.10

16.0.0.
.0.10

61337 -> 16.0.0.10

.0.10:61339 —>
161340 -> 16.0.0.
.0.10:61340 —>

[Priority: @] {TCP} 16.0.

[#x] [Priority: @] {TCP}

[Priority: @] {TCP} 16.0.

[#x] [Priority: @] {TCP}

[Priority: @] {TCP} 16.0.0.10

[++] [Priority: @] {TCP}

[Priority: @] {TCP} 16.0.

[#+] [Priority: @] {TCP}

[Priority: @] {TCP} 16.0.0.10:6:

[*+] [Priority: @1 {TCP}

[Priority: @] {TCP} 16.0.
]

[#x] [Priority: @] {TCP}

[Priority: @] {TCP} 16.0.

[#x] [Priority: @] {TCP}

.0.10:61347 —>

[Priority: @] {TCP} 16.0.0.

[#] [Priority: @] {TCP}

[Priority: @] {TCP} 16.0.0.

[++] [Priority: @] {TCP}

[Priority: @] {TCP} 16.0.

[*+] [Priority: @] {TCP}

[Priority: @] {TCP} 16.0.

[#x] [Priority: @] {TCP}

61348 -> 16.0.0.10

.0.10:61350 —>

.0.10:61351 —>

[Priority: @] {TCP} 16.0.

[#x] [Priority: @] {TCP}

[Priority: @] {TCP} 16.0.0.

[#x] [Priority: @] {TCP}

[Priority: @] {TCP} 16.0.0.10

[++] [Priority: @] {TCP}

[Priority: @] {TCP} 16.0.

[#*] [Priority: @] {TCP}

.0.10:61354 —>

[Priority: @] {TCP} 16.0.8.10:6:

[*+] [Priority: @1 {TCP}

[Priority: @] {TCP} 16.0.

[#x] [Priority: @] {TCP}

16.0.

0.10:61357 —>

161351 -> 16.0.0.

161355 -> 16.0.0.

Snort registering TCP Land Attack — registers as flood aswell, because techinally a land attack is a kind of flood.
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gusfowler — ssh root@gus-pve — 221x58
ssh root@gus-pve

-682075 E 1 TCP be FLOOD [##] [Priority: {TCP} 237.89.143.106:63445 —> 16.0.0.10:80
.682084 be FLOOD [*x] [Priority: {TCP} 95.117.77.63:63446 -> 16.0.0.10:80
.682091 be FLOOD [##] [Priority: {TCP} 96.154.169.173:63447 —> 16.0.0.10:80
.682099 be FLOOD [#k] [Priority: {TCP} 50.76.113.66:63448 —> 16.0.0.10:80
.682106 be FLOOD [##] [Priority: {TCP} 22.40.92.70:63449 -> 16.0.0.10:80
-682119 be FLOOD [#*] [Priority: {TCP} 129.128.255.200:63450 —> 16.0.0.10:80
.682120 :10000004:0 be FLOOD [i] [Pn.onty: {TCP} 186.138.106.27:63451 —> 16.0.0.10:80
-682128 : 1T be FLOOD [¥+] : {TCP} 170.99.21.93:63452 -> 16.0.0.10:80
.682140 ] be FLOOD [#] iority: {TCP} 155.210.105.97:63453 —> 16.0.0.10:80
-682152 1 be FLOOD [¥*] iority: {TCP} 146.149.27.169:63454 —> 16.0.0.10:
.682158 1 be FLOOD [#*] [Priority: {TCP} 75.105.90.252:63455 —> 16.0.0.10:80
.682170 :10000004:0] FLOOD [#*] [Priority: {TCP} 225.105.50.126:63456 —> 16.0.0.10:80
.682180 1 FLOOD [#*] [Priority: {TCP} 254.46.58.51:63457 -> 16.0.0.10:80
.682190 1 FLOOD [#] [Priority: {TCP} 105.62.101.66:63458 —> 16.0.0.10:80
-682202 1 FLOOD [#*] [Priority: {TCP} 137.13.93.242:63459 -> 16.0.0.10:80
.682208 1 FLOOD [#k] [Priority: {TCP} 19.66.42.193:63460 —> 16.0.0.10:80
-682220 1 FLOOD [#*] [Priority: {TCP} 153.200.226.239:63461 —> 16.0.0.1
-682224 1 FLOOD [#*] [Priority: {TCP} 89.186.196.152:63462 —> 16.0.0.10
] FLOOD [#*] [Priority: 249.65.146.76:63463 -> 16.0.0.10:80
1
1
1
1
1
1
1
1
1
1

1
1
1
1
1
1

FLOOD [#*] [Priority: 88.62.93.94:63464 —> 16.0.0.10:80
FLOOD [#k] [Priority: 146.136.117.223:63465 -> 16.0.0. 1 :80
FLOOD [#k] [Priority: 27.33.239.33:63466 -> 16.0.0.10
FLOOD [#*] [Priority: 170.13.255.82:63467 -> 16.0.0.10: EB
FLOOD [#*] [Priority: 32.71.45.131:63468 > 16.0.0.10:80
FLOOD [#*] [Priority: 131.8.117.242:63469 -> 16.0.0.10:80
FLOOD [#k] [Priority: 68.101.215.155:63470 -> 16.0.0.10:80
FLOOD [#k] [Priority: 173.147.1.36:63471 -> 16.0.0.10:80
FLOOD [#*] [Priority: 173.133.32.181:63472 -> 16.0.0.10:80
FLOOD [*] [Pnonty: 7.97.46.113:63473 -> 16.0.0.10:80
FLOOD [#+] - 211.97.45.21:63474 -> 16.0.0.10:80
FLOOD [sk] iority: 117.138.251.160:63475 -> 16.0.0.10:80
FLOOD [#*] iority: 138.28.93.132:63476 —> 16.0.0.10:80
FLOOD [#*] [Priority: 29.20.93.210:63477 -> 16.0.0.10:80
FLOOD [#k] [Priority: 1.111.211.73:63478 -> 16.0.0.10:80
FLOOD [#*] [Priority: 137.171.66.165:63479 -> 16.0.0.10:80
FLOOD [#k] [Priority: 143.170.92.200:63480 -> 16.0.0.10:80
FLOOD [#*] [Priority: 29.236.93.223:63481 -> 16.0.0.10:80
FLOOD [#*] [Priority: 45.61.194.222:63482 —> 16.0.0.10:80
FLOOD [#] [Priority: 225.203.142.242:63483 -> 16.0.0.10:80
FLOOD [#*] [Priority: 57.207.210.21:63484 -> 16.0.0.10:80
FLOOD [#k] [Priority: 242.27.82.13:63485 -> 16.0.0.10:80
FLOOD [#*] [Priority: 3.251.93.255:63486 -> 16.0.0.10:80
FLOOD [#%] [Priority: 47.1.89.172:63487 -> 16.0.0.10:80

. FLOOD [#*] [Pn.onty: 205.191.16.39:63488 -> 16.0.0.10:80
682440 e be FLOOD [¥+] : {TCP} 21.63.65.3:63489 -> 16.0.0.1

682442 : be FLOOD [] iority: {TCP} 80.126.141.152:63490 —> 16.0.0.10:80
682449 : be FLOOD [¥*] iority: {TCP} 42.123.93.225:63491 > 16.0.0.10:80
682460 8 be FLOOD [#%] [Priority: {TCP} 128.75.180.175:63492 -> 16.0.0.10:80
682471 : be FLOOD [#*] [Priority: {TCP} 254.93.205.225:63493 —> 16.0.0.10:80
-682482 e be FLOOD [#+] [Priority: {TCP} 254.27.130.128:63494 —> 16.0.0.10:80
.682483 : 3 be FLOOD [*x] [Priority: {TCP} 29.192.58.217:63495 > 16.0.0.10:80
.682493 : be FLOOD [#*] [Priority: {TCP} 104.95.154.173:63496 —> 16.0.0.10:80
.682503 8 be FLOOD [#%] [Priority: {TCP} 40.177.81.47:63497 -> 16.0.0.10
.682513 2 be FLOOD [#*] [Priority: {TCP} 57.235.205.106:63498 —> 16.0.0. 10 aa
-682514 e be FLOOD [#+] [Priority: {TCP} 117.47.169.79:63499 —> 16.0.0.1
.682516 : be FLOOD [*x] [Priority: {TCP} 88.80.131.99:63500 -> 16.0.0.10: 80
.682517 : be FLOOD [##] [Priority: {TCP} 252.62.128.173:63501 —>

.682527 8 be FLOOD [#k] [Priority: {TCP} 200.178.32.154:63502 —>

:10000004:0
1

gusfowler — ssh root@gus-pve — 221x58
ssh root@gus-pve
414065 :10000001:0] ICMP Packet found [#%] [Priority: @] {ICMP} 16.0.0.10 -> 16.255.255.255
414086 :10000008:0] ICMP Smurf Flood - source internal to broadcast [x*] [Priority: @] {ICMP}
.414086 e 1 ICMP Packet found [#%] [Priority: @] {ICMP} 16.0.0.10 -> 16.255.255.255
414090 8 ICMP Smurf Flood - source internal to broadcast [k] [Priority: @] {ICMP}
414090 : ICMP Packet found [#*] [Priority: @] {ICMP} 16.0.0.10 -> 16.255.255.255
414896 g ICMP Smurf Flood - source internal to broadcast [xk] [Priority: @] {ICMP}
414096 : :0] ICMP Packet found [x] [Priority: @] {ICMP} 16.0.0.10 —> 16.255.255.2566
414097 E ICMP Smurf Flood - source internal to broadcast [xk] [Priority: @] {ICMP}
414097 : ICMP Packet found [**] [Priority: @] {ICMP} 16.0.8.10 -> 16.255.255.255
WATAT g ICMP Smurf Flood - source internal to broadcast [xk] [Priority: @] {ICMP}
414105 8 ICMP Packet found [#%] [Priority: @] {ICMP} 16.0.0.10 -> 16.255.255.255
.414108 8 ICMP Smurf Flood - source internal to broadcast [xk] [Priority: @] {ICMP}
.414108 E ICMP Packet found [#%] [Priority: @] {ICMP} 16.0.0.10 -> 16.255.255.255
ICMP Smurf Flood - source internal to broadcast [x+] [Priority: @] {ICMP}
ICMP Packet found [#*] [Priority: @] {ICMP} 16.0.0.10 -> 16.255.255.255
ICMP Smurf Flood - source internal to broadcast [k] [Priority: @] {ICMP}
ICMP Packet found [#*] [Priority: @] {ICMP} 16.0.0.10 —> 16.255.255.255
ICMP Smurf Flood - source internal to broadcast [xk] [Priority: @] {ICMP}
ICMP Packet found [#] [Priority: @] {ICMP} 16.0.0.10 —> 16.255.255.255
ICMP Smurf Flood - source internal to broadcast [xk] [Priority: @] {ICMP}
ICMP Packet found [#%] [Priority: @] {ICMP} 16.0.0.10 -> 16.255.255.255
ICMP Smurf Flood - source internal to broadcast [xk] [Priority: @] {ICMP}
ICMP Packet found [#%] [Priority: @] {ICMP} 16.0.0.10 -> 16.255.255.255
ICMP Smurf Flood - source internal to broadcast [x+] [Priority: @] {ICMP}
1 ICMP Packet found [#%] [Priority: @] {ICMP} 16.0.0.10 -> 16.255.255.255
ICMP Smurf Flood - source internal to broadcast [k] [Priority: @] {ICMP}
ICMP Packet found [#*] [Priority: @] {ICMP} 16.0.0.10 —> 16.255.255.255
ICMP Smurf Flood - source internal to broadcast [xk] [Priority: @] {ICMP}
ICMP Packet found [#*] [Priority: @] {ICMP} 16.0.0.10 -> 16.255.255.255
ICMP Smurf Flood - source internal to broadcast [xk] [Priority: @] {ICMP}
ICMP Packet found [*] [Priority: @] {ICMP} 16.0.8.10 -> 16.255.255.255
ICMP Smurf Flood - source internal to broadcast [xk] [Priority: @] {ICMP}
ICMP Packet found [#%] [Priority: @] {ICMP} 16.0.0.10 -> 16.255.255.255
ICMP Smurf Flood - source internal to broadcast [x+] [Priority: @] {ICMP}
ICMP Packet found [#*] [Priority: @] {ICMP} 16.0.0.10 -> 16.255.255.255
ICMP Smurf Flood - source internal to broadcast [#] [Priority: @] {ICMP}
ICMP Packet found [#*] [Priority: @] {ICMP} 16.0.0.10 -> 16.255.255.255
ICMP Smurf Flood - source internal to broadcast [k] [Priority: @] {ICMP}
ICMP Packet found [#*] [Priority: @] {ICMP} 16.0.0.10 -> 16.255.255.255
ICMP Smurf Flood - source internal to broadcast [xk] [Priority: @] {ICMP}
ICMP Packet found [#*] [Priority: @] {ICMP} 16.0.0.10 -> 16.255.255.255
ICMP Smurf Flood - source internal to broadcast [xk] [Priority: @] {ICMP}
ICMP Packet found [#%] [Priority: @] {ICMP} 16.0.0.10 -> 16.255.255.255
ICMP Smurf Flood - source internal to broadcast [xk] [Priority: @] {ICMP}
ICMP Packet found [#%] [Priority: @] {ICMP} 16.0.0.10 -> 16.255.255.255
. ICMP Smurf Flood - source internal to broadcast [#x] [Priority: @] {ICMP}
414191 : 1 ICMP Packet found [#%] [Priority: @8] {ICMP} 16.0.0.10 -> 16.255.255.255
414199 g ICMP Smurf Flood - source internal to broadcast [k] [Priority: @] {ICMP}
.416199 : ICMP Packet found [#*] [Priority: @] {ICMP} 16.0.0.10 -> 16.255.255.255
414221 E ICMP Smurf Flood - source internal to broadcast [xk] [Priority: @] {ICMP}
414221 3 3 ICMP Packet found [#] [Priority: @] {ICMP} 16.0.0.10 —> 16.255.255.255
414222 g ICMP Smurf Flood - source internal to broadcast [xk] [Priority: @] {ICMP}
414222 8 ICMP Packet found [#%] [Priority: @] {ICMP} 16.0.0.10 -> 16.255.255.255
414230 8 ICMP Smurf Flood - source internal to broadcast [xk] [Priority: @] {ICMP}
.414230 g ICMP Packet found [#%] [Priority: @] {ICMP} 16.0.0.10 -> 16.255.255.255
414232 : ICMP Smurf Flood - source internal to broadcast [x+] [Priority: @] {ICMP}
414232 : ICMP Packet found [#*] [Priority: @] {ICMP} 16.0.0.10 -> 16.255.255.255
414238 8 ICMP Smurf Flood - source internal to broadcast [k] [Priority: @] {ICMP}

ICMP Smurf attack detected — also trips ICMP rule I wrote before digging into the lab tinkering around, that just alerts
for all ICMPs
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gusfowler — ssh root@gus-pve — 221x58
ssh root@gus-pve

094961 E E Flood [#] [Priority: @] {UDP} 192.168.0.10:10945 -> 16.

.094961 : UDP [**] [Priority: @] {UDP} 192.168.0.10:10945 —> 16.0.

094967 : Flood [#] [Priority: @] {UDP} 192.168. e 1e 1891..5 -> 16.

094967 8 UDP [%x] [Priority: @] {UDP} 192.168.0 946 —> 16.0.

.094970 : Flood [xx] [Priority: 8] {UDP} 192.168. a 15.169&7 -> 16.

094970 8 UDP [%x] [Priority: @] {UDP} 192.168.0.10:10947 -> 16.0.

.094974 : : Flood [*] [Priority: @] {UDP} 192.168.0.10:10948 —> 16.

094974 : ©] SCAN UDP [#*] [Priority: 0] {UDP} 192.168.0.10:10948 -> 16.0.

094979 8 Flood [#k] [Priority: @] {UDP} 192.168.0.10:10949 -> 16.

094979 : UDP [xx] [Priority: @] {UDP} 192.168.8.10:10949 —> 16.0.

094988 8 Flood [#k] [Priority: @] {UDP} 192.168.0.10:10950 -> 16.

.094988 :1000017:0] SCAN UDP [*] [Priority: @] {UDP} 192.168.0.10:10950 —> 16.0.

094995 :10000009:0] UDP Flood [#x] [Priority: @] {UDP} 192.168.0.10:10951 —> 16.

094995 8 UDP [x] [Priority: @] {UDP} 192.168.0.10:10951 -> 16.0.

.095000 : Flood [#] [Priority: @] {UDP} 192.168.0.10:18952 -> 16.

095000 8 UDP [%x] [Priority: @] {UDP} 192.168.0.10:10952 -> 16.0.

.895006 : Flood [*] [Priority: @] {UDP} 192.168.0.10:10953 —> 16.

095006 e UDP [#] [Priority: @] {UDP} 192.168.8.10:10953 -> 16.0.

Flood [#] [Priority: @] {UDP} 192.168.0.10:10954 -> 16.

UDP [#] [Priority: @] {UDP} 192.168.8.10:10954 —> 16.0.

Flood [#k] [Priority: @] {UDP} 192.168.0.10:10955 -> 16.

UDP [x] [Priority: @] {UDP} 192.168.8.10:10955 —> 16.0.

Flood [#*] [Priority: @] {UDP} 192.168.0.10:10956 -> 16.

UDP [**] [Priority: @] {UDP} 192.168.0.10:10956 -> 16.0.

Flood [x#] [Priority: @] {UDP} 192.168.0.10:10957 —> 16.

UDP [%x] [Priority: @] {UDP} 192.168.0.10:10957 —> 16.0.

Flood [#*] [Priority: @] {UDP} 192.168.0.10:10958 —> 16.

UDP [%] [Priority: @] {UDP} 192.168.0.10:10958 -> 16.0.

Flood [*] [Priority: @] {UDP} 192.168.0.10:10959 -> 16.

UDP [] [Priority: @] {UDP} 192.168.8.10:10959 —> 16.0.

Flood [#k] [Priority: @] {UDP} 192.168.0.10:10960 -> 16.

UDP [x] [Priority: @] {UDP} 192.168.8.10:10960 —> 16.0.

Flood [#] [Priority: @] {UDP} 192.168.0.10:10961 -> 16.

:1000017:0] SCAN UDP [*] [Priority: @] {UDP} 192.168.0.10:10961 —> 16.0.

:10000009:0] UDP Flood [#x] [Priority: @] {UDP} 192.168.0.10:10962 —> 16.

UDP [%x] [Priority: 0] {UDP} 192.168.0.10:10962 —> 16.0.

Flood [#*] [Priority: @] {UDP} 192.168.0.10:18963 —> 16.

UDP [%x] [Priority: @] {UDP} 192.168.0.10:10963 -> 16.0.

Flood [*] [Priority: @] {UDP} 192.168.0.10:10964 —> 16.

UDP [#] [Priority: @] {UDP} 192.168.8.10:10964 —> 16.0.

Flood [#k] [Priority: @] {UDP} 192.168.0.10:10965 -> 16.

UDP [#x] [Priority: @] {UDP} 192.168.8.10:10965 —> 16.0.

Flood [#k] [Priority: @] {UDP} 192.168.0.10:10966 -> 16.

UDP [**] [Priority: @] {UDP} 192.168.0.10:10966 —> 16.0.

095071 e Flood [#*] [Priority: @] {UDP} 192.168.0.10:10967 -> 16.

095071 8 UDP [x] [Priority: 0] {UDP} 192.168.0.10:10967 —> 16.0.

.095076 : Flood [#+] [Priority: @] {UDP} 192. le a 10:10968 —> 16.

095076 g iority: @ .168. 0968 -> 16.0.

.895080 : Flood [*] [Priority: @] {UDP} 192. 168.Q.15.16969 -> 16.

095080 e UDP [#] [Priority: @] {UDP} 192.168.8.10:10969 -> 16.0.

.095085 : : Flood [#*] [Prloxlty @] {UDP} 192.168.0.10:10970 -> 16.

095085 : : 0] {UDP} 192.168.0.10:10970 —> 16.0.

095089 8 iority: @] {UDP} 192.168.0.10:10971 -> 16.
.095089 2 UDP [x] [Priority: @] {UDP} 192.168.8.10:1097:

095097 e Flood [#] [Priority: @] {UDP} 192.168.0.10:1

.095097 : UDP [**] [Priority: @] {UDP} 192.168.0.10:10972 -> 16.0.

095100 : 1 Flood [#*] [Priority: @] {UDP} 192.168.0.10:18973 -> 16.

095100 8 g UDP [xk] [Priority: 8] {UDP} 192.168.0.10:10973 —> 16.0.0.
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gusfowler — ssh root@gus-pve — 221x58
ssh root@gus-pve

.673298 :10000015:0] SCAN NULL [Priority: .168.0.10:53654
.673299 8 :0] SCAN NULL [Priority: -168.0.10:53654
.673300 E NULL - .168.0.10:53654
.673302 : NULL iority: .168.0.10:53654
.673311 g NULL iority: .168.0.10:53654
.673315 g NULL iority: .168.0.10:53654
.673321 8 5 NULL [Priority: -168.0.10:53654
.673325 e NULL [Priority: -168.0.10:53654
.673336 : NULL [Prlonty: .168.0.10:53654
.673339 g NULL - .168.0.10:53654
673343 g NULL iority: .168.0.10:53654
.673347 8 NULL iority: .168.0.10:53654
.673359 E NULL iority: .168.0.10:53654
NULL [Priority: .168.0.10:53654
NULL [Priority: -168.0.10:53654
NULL [Priority: .168.0.10:53654
NULL [Priority: -168.0.10:53654
NULL [Priority: -168.0.10:53654
NULL [Priority: +168.0.10:53654
NULL [Priority: -168.0.10:53654
NULL [Priority: .168.0.10:53654
NULL [Priority: -168.0.10:53654
NULL [Priority: -168.0.10:53654
NULL [Priority: -168.0.10:53654
NULL - .168.0.10:53654
NULL iority: .168.0.10:53654
NULL iority: .168.0.10:53654
NULL [Priority: -168.0.10:53655
NULL [Priority: -168.0.10:53655
NULL [Priority: -168.0.10:53655
NULL [Priority: .168.0.10:53655
NULL [Priority: -168.0.10:53654
NULL - .168.0.10:53654
NULL iority: .168.0.10:53654
NULL iority: .168.0.10:53654
NULL [Priority: .168.0.10:53654
NULL [Priority: -168.0.10:53654
NULL [Priority: .168.0.10:53654
NULL [Priority: -168.0.10:53654
NULL - .168.0.10:53654
NULL iority: .168.0.10:53654
NULL iority: .168.0.10:53654
NULL iority: .168.0.10:53654
NULL [Priority: -168.0.10:53654
NULL [Priority: -168.0.10:53654
NULL [Pnonty: .168.0.10:53654
.681381 E NULL - .168.0.10:53654
.681385 g NULL iority: .168.0.10:53654
.681387 8 NULL iority: .168.0.10:53654
.681390 E NULL iority: .168.0.10:53654
681406 3 H NULL [Priority: +168.0.10:53654
-681409 e NULL [Priority: -168.0.10:53654
.681412 8 NULL [Priority: .168.0.10:53654
.681422 8 NULL [Priority: -168.0.10:53654
-681425 8 NULL [Priority: -168.0.10:53654
.681428 8 NULL [Priority: -168.0.10:53654
-681450 : NULL [Priority: -168.0.10:53654
681454 8 NULL [Priority: .168.0.10:53654
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Null Scan detected.
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gusfowler — ssh root@gus-pve — 221x58
ssh root@gus-pve

.621016 1 SCAN [*+] [Priority: @] {TCP} 192.168.
.626079 8 [#x] [Priority: @] {TCP} 192.168.
.655240 H [*+] [Priority: @] {TCP} 192.168.
-666404 [#+] [Priority: 0] {TCP} 192.168.
.676465 [*+] [Priority: @] {TCP} 192.168.
. 686544 H [*+] [Priority: @] {TCP} 192.168.
.696620 : [#x] [Priority: @] {TCP} 192.168.
.706709 H SC. [**] [Priority: @] {TCP} 192.168.
.716783 H [%*] [Priority: @] {TCP} 192.168.
.726851 H [**] [Priority: @] {TCP} 192.168.
.736921 H [*+] [Priority: @] {TCP} 192.168.
.746992 :10000013:8] SCAN [#x] [Priority: @] {TCP} 192.168.
.757059 H 1 SCAN [*+] [Priority: @] {TCP} 192.168.
.767128 : 1 SCAN [%*] [Priority: @] {TCP} 192.168.
.777198 H 1 SCAN [**] [Priority: @] {TCP} 192.168.
.787268 H 1 SCAN [%+] [Priority: @] {TCP} 192.168.
.797330 : 1 SCAN [#x] [Priority: 0] {TCP} 192.168.
.807427 H 1 SCAN [*+] [Priority: @] {TCP} 192.168.
1 SCAN [#+] [Priority: 8] {TCP}
1 SCAN [*+] [Priority: @] {TCP}
1 SCAN [#+] [Priority: 0] {TCP}
] SCAN [%x] [Priority: @] {TCP}
1 SCAN [+] [Priority: 0] {TCP}
1 SCAN [#x] [Priority: @] {TCP}
1 SCAN [**] [Priority: @] {TCP}
1 SCAN [#+] [Priority: 0]
] SCAN [*x] [Priority: @]
1 SCAN [#+] [Priority: 0]
:10000013:0] SCAN [#x] [Priority:
[++] [Priority:
[#%] [Priority:
[*+] [Priority:
[#+] [Priority:
:10000013:8] SCAN [#x] [Priority:
1 SCAN [++] [Priority:
1 scAN [#%] [Priority:
1 SCAN [**] [Priority:
1 SCAN [#+] [Priority:
[#x] [Priority:
[++] [Priority:
[#%] [Priority:
[++] [Priority:
[#+] [Priority:
[#%] [Priority:
.185409 H [**] [Priority: {TCP} 192.168.
.205503 : [#+] [Priority: 0] {TCP} 192.168.
.225592 H [**] [Priority: {TCP} 192.168.
.245680 H [%*] [Priority: {TCP} 192.168.
.266772 H [%x] [Priority: {TCP} 192.168.
.285858 H [**] [Priority: {TCP} 192.168.
.305945 : [++] [Priority: 8] {TCP} 192.168.
.326032 H [**] [Priority: {TCP} 192.168.
.346121 H [**] [Priority: {TCP} 192.168.
.366212 H [%x] [Priority: {TCP} 192.168.
.386311 H [**] [Priority: {TCP} 192.168.
.406398 8 [#x] [Priority: @] {TCP} 192.168.
426470 H [**] [Priority: {TCP} 192.168.
446575 [%*] [Priority: @] {TCP} 192.168.
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gusfowler — ssh root@gus-pve — 221x58
ssh root@gus-pve

958919 10000011:0] SCAN XMAS [#x] [Priority: @] {TCP} 192.168.0.10:53232 -> 16.0.
958923 10000011:0] SCAN XMAS [#*] [Priority: {TCP} 192.168.0.10:53232 -> 16.0.
958925 e 1 SCAN XMAS [#k] [Priority: {TCP} 192.168.0.10:53232 -> 16.0.
.958938 8 XMAS [#k] [Priority: {TCP} 192.168.0.10:53232 —> 16.0.
958942 : XMAS [#x] [Priority: {TCP} 192.168.0.10:53232 —> 16.0.
958943 8 XMAS [#x] [Priority: {TCP} 192.168.0.10:53232 -> 16.0.
958949 : XMAS [#x] [Priority: {TCP} 192.168.0.10:53232 —> 16.0.
958952 e XMAS [#x] [Priority: {TCP} 192.168.0.10:53232 -> 16.0.
.958962 : XMAS [#+] [Priority: {TCP} 192.168.0.10:53231 -> 16.0.
958965 : XMAS [#x] [Priority: {TCP} 192.168.0.10:53231 —> 16.0.
958967 8 XMAS [#x] [Priority: {TCP} 192.168.0.10:53231 —> 16.0.
961099 2 XMAS [#x] [Priority: {TCP} 192.168.0.10:53232 —> 16.0.
961132 e XMAS [#x] [Priority: {TCP} 192.168.0.10:53232 -> 16.0.
XMAS [#+] [Priority: .168.0.10:53232 -> 16.0.
XMAS [#x] [Priority: .168.0.10:53232 -> 16.0.
XMAS [#x] [Priority: .168.0.10:53232 -> 16.0.
XMAS [#x] [Priority: .168.0.10:53232 -> 16.0.
XMAS [#x] [Priority: .168.0.10:53232 -> 16.0.
XMAS [#+] [Priority: .168.0.10:53232 -> 16.0.
XMAS [#x] [Priority: .168.0.10:53232 -> 16.0.
XMAS [#x] [Priority: .168.0.10:53232 -> 16.0.
XMAS [#x] [Priority: .168.0.10:53232 -> 16.0.
XMAS [#x] [Priority: .168.0.10:53232 -> 16.0.
XMAS [#+] [Priority: .168.0.10:53232 -> 16.0.
XMAS [#x] [Priority: .168.0.10:53232 -> 16.0.
XMAS [#x] [Priority: .168.0.10:53232 -> 16.0.
XMAS [#x] [Priority: .168.0.10:53232 -> 16.0.
XMAS [#x] [Priority: .168.0.10:53232 -> 16.0.
XMAS [##] [Priority: .168.0.10:53232 -> 16.0.
XMAS [#x] [Priority: .168.0.10:53232 -> 16.0.
XMAS [#x] [Priority: .168.0.10:53232 -> 16.0.
XMAS [#x] [Priority: .168.0.10:53232 -> 16.0.
XMAS [#x] [Priority: .168.0.10:53232 -> 16.0.
XMAS [#x] [Priority: .168.0.10:53232 -> 16.0.
XMAS [#x] [Priority: .168.0.10:53232 -> 16.0.
XMAS [#k] [Priority: .168.0.10:53232 -> 16.0.
XMAS [#x] [Priority: .168.0.10:53232 -> 16.0.
XMAS [#x] [Priority: .168.0.10:53232 -> 16.0.
XMAS [#x] [Priority: .168.0.10:53232 -> 16.0.
XMAS [#x] [Priority: .168.0.10:53232 -> 16.0.
XMAS [#*] [Priority: .168.0.10:53232 -> 16.0.
XMAS [#x] [Priority: .168.0.10:53232 -> 16.0.
XMAS [#x] [Priority: .168.0.10:53233 -> 16.0.
XMAS [#x] [Priority: .168.0.10:53233 -> 16.0.
XMAS [#x] [Priority: .168.0.10:53233 -> 16.0.
XMAS [#*] [Priority: .168.0.10:53233 -> 16.0.
989037 : SCAN XMAS [#+] [Priority: {TCP} 192.168.0.10:53231 —> 16.0.
994121 8 XMAS [#x] [Priority: {TCP} 192.168.0.10:53231 —> 16.0.
999208 : XMAS [#x] [Priority: {TCP} 192.168.0.10:53231 —> 16.0.
004268 e XMAS [#x] [Priority: {TCP} 192.168.0.10:53231 -> 16.0.
.009332 : XMAS [#+] [Priority: {TCP} 192.168.0.10:53231 -> 16.0.
.014398 e XMAS [#x] [Priority: {TCP} 192.168.0.10:53231 —> 16.0.
019463 XMAS [#x] [Priority: {TCP} 192.168.0.10:53231 —> 16.0.
.024532 XMAS [#x] [Priority: {TCP} 192.168.0.10:53231 —> 16.0.
029595 8 XMAS [#x] [Priority: {TCP} 192.168.0.10:53231 -> 16.0.
.034651 : XMAS [#k] [Priority: {TCP} 192.168.0.10:53231 —> 16.0.
.039727 : XMAS [#x] [Priority: {TCP} 192.168.0.10:53231 —> 16.0.
044792 XMAS [#x] [Priority: @] {TCP} 192.168.0.10:53231 -> 16.0.
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gusfowler — ssh root@gus-pve — 221x58

ssh root@gus-pve
892075 :1000017:0] SCAN UDP [#x] [Priority: @] {UDP} 192.168.0.10:51790 —> 16.0.0.10:22692
.892079 i .0 .0. 4780
.892079 g iority: .0.10:51790 —> 16.0.0.10: A7EBE
.892081 8 1 UDP Flood [x+] [Priority: 0] {UDP} 192.168.0.10:51790 > 16.0.0.10:1782
-892081 : 1 SCAN UDP [**] [Priority: @] {UDP} 192.168.0.10:51798 —> 16.0.0.10:1782
892089 :10000009:0] UDP Flood [#x] [Priority: @] {UDP} 192.168.0.10:51790 -> 16.0.0.10:20003
892089 :1000017:0] SCAN UDP [*] [Priority: @] {UDP} 192.168.0.10:51790 -> 16.0.0.10: 20093
892094 : 99:0] UDP Flood [4x] [Priority: 8] {UDP} 192.168. e 10:51790 -> 16.0.0. 1
892094 6 1
.892098 .0.0.1
892098 8 iori o] {i .168.0.10:51790 —> 16.0.0.10: 18331
892106 :19630099 @] UDP Flood [¥k] [Prmnty @] {UDP} 192.168.0. 15 51790 -> 16.0.0.10:20679
.892106 g 5 .168. 1790 -> 16.0.8.10:20679
.892110 iori
.892110
.892117
.892117
.892122

6 -> 16.0.0.10:37761
] ICMP Packet found [#x] [Priority: @] {ICMP) 16. B 0.10 -> 192.168.0.10
1 UDP Flood [#*] [Priority: @] {UDP} 192.168.0.10:51790 —> 16.8.0.10:4108
0] {UDP} 192.168.0.1
1 UDP Flood [#] [Priority: @] {UDP} 192.168.0.10:51790 —> 16.0.0.10:44190
1 SCAN UDP [#k] [Priority: @] {UDP} 192.168.0.10:51798 -> 16.0.0.10:44190
10600099 @] UDP Flood [¥x] [Pnonty B] {UDP} 192.168. 0 19 51790 -> 16.0.0.10:996
: 1 {UDP} 192.168.0. 1996
ty: 0] {UDP} 192.168. a 10 51790 > 16.0.0.10:47765

:1000017:0] SCAN UDP [*] [Priority: @] {UDP} 192.168.0.10:51790 —> 16.0. B 19 M»179
:10000009:0] UDP Flood [+] [Priority: @] {(UDP} 192.168.8.10:51790 -> 16.0.9.10:49563

1 UDP Flood [#] [Priority: @] {UDP} 192.168.0.10:51790 —> 16.0.0.1
151790 -> 16.0.0. 1a 17322

-> 16.0.0. 1
1 UDP Flood [#x] [Priority: @] {UDP} 192. 168 a 10 51790 -> 16.0.0.10:51456
i 0] {UDP} 192.168.0.10:51790 —> 16.0.0.10:51456

1 UDP Flood [#k] [Priority: @] {UDP} 192.168.0.10:51790 -> 16.0.0.10:1060

1 SCAN UDP [#*] [Priority: @] {UDP} 192.168.8.10:51790 —> 16.0.0.1 1066
992052 e 1 UDP Flood [#*] [Priority: @] {UDP} 192.168.0.10:51791 -> 16.8.0.10:28547
992052 8 ity: @] {UDP} 192.168.0.10:61791 —> 16.0.0.10: 285&7
992082
992082
992088 : 1 UDP Flood [#] [Priority: @] {UDP} 192. 168.Q.10.51791 > 16.0.0.10:27473
992088 e 1 SCAN UDP [#k] [Priority: @] {UDP} 192.168.0.10:51791 -> 16.0.0.10:27473
.992092 :10890009 @] UDP Flood [¥k] [Prloxlty B] {UDP} 192.168. 0 10 51791 -> 16.0.0.10:25541
992092 -
992096
992096
992098 573
.992098 : 1 SCAN UDP [*x] [Priority: @] {UDP} 192. 168 0 1e: 51791 -> 16. 0 0 10: 17573
992107 : 1 UDP Flood [#] [Priority: @] {UDP} 192.168.0.10:51791 —> 16.0.0.10:28493
992107 :1000017:0] SCAN UDP [#x] [Priority: @] {UDP} 192.168.0.10:51791 —> 16.0.0.10:28493

UDP scan detected — also registers as a flood.

CONCLUSION

I really liked this project, it was fun. I already knew a lot about scanning and recon, but didn’t know a ton about th
defensive and detection side of things, and that was fun to learn.

APPENDIX B: ATTACHED FILES

echo "Land Attack"
hping3 -S -V ——flood -p 80 -a 16.0.0.10 16.0.0.10
echo ""
echo "Flood Attack"
hping3 —-rand-source -S ——flood -V -p 80 16.0.0.10
echo ""
echo "ICMP Smurf Attack"
——flood -a 16.0.0.10 16.255.255.255

Flood Attack"
——flood 16.0.0.10

ACK Scan"
-sA 16.0.0.10
"TCP FIN Scan"
-sF 16.0.0.10
"TCP Xmas Scan"
-sX 16.0.0.10
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"TCP Null Scan"
-sN 16.0.0.10
"UDP Scan"

-sU 16.0.0.10
client-attack.sh
Script used to automate rule testing

alert icmp $EXTERNAL_NET any <> $HOME_NET any (msg: "ICMP Packet found"; sid:10000001;)

alert tcp $EXTERNAL_NET any —> $HOME_NET 22 (msg:"SSH attempt"; flags:S; classtype:attempted-
recon; sid:10000002; rev:0;)

alert tcp $EXTERNAL_NET any —> $HOME_NET 80 (msg:"Http Get request"; content:"GET";
classtype:web—application-activity; sid:10000003; rev:0;)

alert tcp any any —> $HOME_NET any (flags: S; msg:"TCP SYN — could be FLOOD"; flow: stateless;
detection_filter: track by_dst, count 20, seconds 60; sid:10000004; rev:0;)

log tcp any any —> $HOME_NET any (flags: S; msg:"TCP SYN - could be FLOOD"; flow: stateless;
detection_filter: track by_dst, count 20, seconds 60; sid:10000005; rev:0;)

alert tcp $HOME_NET any —> $HOME_NET any (flags: S; msg:"TCP SYN Land ATTACK"; flow: stateless;
51d:10000006; rev:0;)

alert icmp 16.0.0.100 any —> $HOME_NET any (msg:"ICMP Reply coming from gateway — ICMP Smurf
Attack"; itype:0; sid:10000007)

alert icmp $HOME_NET any —> 16.255.255.255 any (msg:"ICMP Smurf Flood - source internal to
broadcast"; sid:10000008)

alert udp $EXTERNAL_NET any —> $HOME_NET any (msg:"UDP Flood"; flow: stateless;
detection_filter: track by_dst, count 10, seconds 60; sid:10000009; rev:0;)

log udp $EXTERNAL_NET any —> $HOME_NET any (msg:"UDP Flood"; flow: stateless; detection_filter:
track by_dst, count 10, seconds 60; sid:10000010; rev:0;)

alert tcp $EXTERNAL_NET any —> $HOME_NET any (msg:'"SCAN XMAS"; flow:stateless; flags:FPU,12;
detection_filter: track by_dst, count 20, seconds 60; sid:10000011; rev:0;)

log tcp $EXTERNAL_NET any —> $HOME_NET any (msg:'SCAN XMAS"; flow:stateless; flags:FPU,12;
detection_filter: track by_dst, count 20, seconds 60; sid:10000012; rev:0;)
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$EXTERNAL_NET any $HOME_NET any ( :"SCAN FIN"; :stateless;
: track by_dst, 20, seconds 60; :10000013; 10;)
$EXTERNAL_NET any $HOME_NET any ( :"SCAN FIN"; :stateless;
: track by_dst, 20, seconds 60; :10000014; 10;)

$EXTERNAL_NET any $HOME_NET any ( :"SCAN NULL"; :stateless;
: track by_dst, 20, seconds 60; :10000015; 10;)
$EXTERNAL_NET any $HOME_NET any ( :"SCAN NULL"; :stateless;
: track by_dst, 20, seconds 60; :10000016; 10;)

$EXTERNAL_NET any $HOME_NET any ( :""SCAN UDP"; : track by_dst,
20, seconds 60; :1000017; 10;3)
$EXTERNAL_NET any $HOME_NET any ( :""SCAN UDP"; : track by_dst,
20, seconds 60; :1000018; 10;3)

$EXTERNAL_NET any $HOME_NET any ( :""SCAN ACK"; :0;
track by_dst, 20, seconds 60; :10000019; :10;)
$EXTERNAL_NET any $HOME_NET any ( :""SCAN ACK"; H/H
track by_dst, 20, seconds 60; :10000020; :10;)
$EXTERNAL_NET any $HOME_NET any ( :""SCAN ACK";
by_dst, 20, seconds 60; 110000021 ; :0;)
$EXTERNAL_NET any $HOME_NET any ( :""SCAN ACK";

by_dst, 20, seconds 60; :10000022; 10;)
local.rules
Rules for snort to interpret
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ipvar HOME_NET [16.0.0.10,16.0.0.100,192.168.0.100]

ipvar EXTERNAL_NET !$HOME_NET

ipvar DNS_SERVERS $HOME_NET

ipvar SMTP_SERVERS $HOME_NET

ipvar HTTP_SERVERS $HOME_NET

ipvar SQL_SERVERS $HOME_NET
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ipvar TELNET_SERVERS $HOME_NET

ipvar SSH_SERVERS $HOME_NET

ipvar FTP_SERVERS $HOME_NET

ipvar SIP_SERVERS $HOME_NET

portvar HTTP_PORTS
[80,81,311,383,591,593,901,1220,1414,1741,1830,2301,2381,2809,3037,3128,3702,4343,4848,5250,698
8,7000,7001,7144,7145,7510,7777,7779,8000,8008,8014,8028, 8080, 8085, 8088,8090,8118,8123,8180,818
1,8243,8280,8300,8800,8888,8899,9000,9060,9080,9090,9091,9443,9999,11371,34443,34444,41080,5000
2,55555]

portvar SHELLCODE_PORTS !80

portvar ORACLE_PORTS 1024:

portvar SSH_PORTS 22

portvar FTP_PORTS [21,2100,3535]

portvar SIP_PORTS [5060,5061,5600]

portvar FILE_DATA_PORTS [$HTTP_PORTS,110,143]

portvar GTP_PORTS [2123,2152,3386]

ipvar AIM_SERVERS
[64.12.24.0/23,64.12.28.0/23,64.12.161.0/24,64.12.163.0/24,64.12.200.0/24,205.188.3.0/24,205.18
8.5.0/24,205.188.7.0/24,205.188.9.0/24,205.188.153.0/24,205.188.179.0/24,205.188.248.0/24]

var RULE_PATH /etc/snort/rules
var SO_RULE_PATH /etc/snort/so_rules
var PREPROC_RULE_PATH /etc/snort/preproc_rules




[ LENEEY

var WHITE_LIST_PATH /etc/snort/rules
var BLACK_LIST_PATH /etc/snort/rules

disable_decode_alerts

disable_tcpopt_experimental_alerts

disable_tcpopt_obsolete_alerts

disable_tcpopt_ttcp_alerts

disable_tcpopt_alerts

disable_ipopt_alerts

config checksum_mode: all
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config pcre_match_limit: 3500
config pcre_match_limit_recursion: 1500

config detection: search-method ac-split search-optimize max-pattern-len 20

config event_queue: max_queue 8 log 5 order_events content_length
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config paf_max: 16000

dynamicpreprocessor directory /usr/lib/snort_dynamicpreprocessor/

dynamicengine /usr/lib/snort_dynamicengine/libsf_engine.so

dynamicdetection directory /usr/lib/snort_dynamicrules
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preprocessor normalize_ip4

preprocessor normalize_tcp: ips ecn stream
preprocessor normalize_icmp4

preprocessor normalize_ip6

preprocessor normalize_icmp6

preprocessor frag3_global: max_frags 65536
preprocessor frag3_engine: policy windows detect_anomalies overlap_limit 1@ min_fragment_length
100 timeout 180

preprocessor stream5_global: track_tcp yes, \
track_udp yes, \
track_icmp no, \
max_tcp 262144, \
max_udp 131072, \
max_active_responses 2, \
min_response_seconds 5
preprocessor stream5_tcp: policy windows, detect_anomalies, require_3whs 180, \
overlap_limit 10, small_segments 3 bytes 150, timeout 180, \
ports client 21 22 23 25 42 53 79 109 110 111 113 119 135 136 137 139 143 \
161 445 513 514 587 593 691 1433 1521 1741 2100 3306 6070 6665 6666 6667 6668 6669 \
7000 8181 32770 32771 32772 32773 32774 32775 32776 32777 32778 32779, \
ports both 80 81 311 383 443 465 563 591 593 636 901 989 992 993 994 995 1220 1414 1830
2301 2381 2809 3037 3128 3702 4343 4848 5250 6988 7907 7000 7001 7144 7145 7510 7802 7777 7779
\
7801 7900 7901 7902 7903 7904 7905 7906 7908 7909 7910 7911 7912 7913 7914 7915 7916 \
7917 7918 7919 7920 8000 8008 8014 8028 8080 8085 8088 8090 8118 8123 8180 8243 8280
8300 8300 8888 8899 9000 9060 9080 9090 9091 9443 9999 11371 34443 34444 41080 50002 55555
preprocessor stream5_udp: timeout 180

preprocessor http_inspect: global iis_unicode_map unicode.map 1252 compress_depth 65535
decompress_depth 65535 max_gzip_mem 104857600
preprocessor http_inspect_server: server default \




[ LENEEY

http_methods { GET POST PUT SEARCH MKCOL COPY MOVE LOCK UNLOCK NOTIFY POLL BCOPY BDELETE
BMOVE LINK UNLINK OPTIONS HEAD DELETE TRACE TRACK CONNECT SOURCE SUBSCRIBE UNSUBSCRIBE PROPFIND
PROPPATCH BPROPFIND BPROPPATCH RPC_CONNECT PROXY_SUCCESS BITS_POST CCM_POST SMS_POST
RPC_IN_DATA RPC_OUT_DATA RPC_ECHO_DATA } \

chunk_length 500000 \

server_flow_depth 0 \

client_flow_depth 0 \

post_depth 65495 \

oversize_dir_length 500 \

max_header_length 750 \

max_headers 100 \

max_spaces 200 \

small_chunk_length { 10 5 } \

ports { 80 81 311 383 591 593 901 1220 1414 1741 1830 2301 2381 2809 3037 3128 3702 4343
4848 5250 6988 7000 7001 7144 7145 7510 7777 7779 8000 8008 8014 8028 8080 8085 8088 8090 8118
8123 8180 8181 8243 8280 8300 8800 8888 8899 9000 9060 9080 9090 9091 9443 9999 11371 34443
34444 41080 50002 55555 } \

non_rfc_char { 0x00 0x01 0x02 0x03 0x04 0x05 0x06 0x07 } \

enable_cookie \

extended_response_inspection \

inspect_gzip \

normalize_utf \

unlimited_decompress \

normalize_javascript \

apache_whitespace no \

ascii no \

bare_byte no \

directory no \

double_decode no \

iis_backslash no \

iis_delimiter no \

iis_unicode no \

multi_slash no \

utf_8 no \

u_encode yes \

webroot no

preprocessor rpc_decode: 111 32770 32771 32772 32773 32774 32775 32776 32777 32778 32779
no_alert_multiple_requests no_alert_large_fragments no_alert_incomplete

preprocessor bo

preprocessor ftp_telnet: global inspection_type stateful encrypted_traffic no check_encrypted
preprocessor ftp_telnet_protocol: telnet \

ayt_attack_thresh 20 \

normalize ports { 23 } \

detect_anomalies
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preprocessor ftp_telnet_protocol: ftp server default \
def_max_param_len 100 \
ports { 21 2100 3535 } \
telnet_cmds yes \
ignore_telnet_erase_cmds yes \
ftp_cmds { ABOR ACCT ADAT ALLO APPE AUTH CCC CDUP } \
ftp_cmds { CEL CLNT CMD CONF CWD DELE ENC EPRT } \
ftp_cmds { EPSV ESTA ESTP FEAT HELP LANG LIST LPRT } \
ftp_cmds { LPSV MACB MAIL MDTM MIC MKD MLSD MLST }
ftp_cmds { MODE NLST NOOP OPTS PASS PASV PBSZ PORT
ftp_cmds { PROT PWD QUIT REIN REST RETR RMD RNFR }
ftp_cmds { RNTO SDUP SITE SIZE SMNT STAT STOR STOU
ftp_cmds { STRU SYST TEST TYPE USER XCUP XCRC XCWD
ftp_cmds { XMAS XMD5 XMKD XPWD XRCP XRMD XRSQ XSEM
ftp_cmds { XSEN XSHA1 XSHA256 } \
alt_max_param_len @ { ABOR CCC CDUP ESTA FEAT LPSV NOOP PASV PWD QUIT REIN STOU SYST XCUP

XPWD } \
alt_max_param_len 200 { ALLO APPE CMD HELP NLST RETR RNFR STOR STOU XMKD } \
alt_max_param_len 256 { CWD RNTO } \
alt_max_param_len 400 { PORT } \
alt_max_param_len 512 { SIZE } \
chk_str_fmt { ACCT ADAT ALLO APPE AUTH CEL CLNT CMD } \
chk_str_fmt { CONF CWD DELE ENC EPRT EPSV ESTP HELP } \
chk_str_fmt { LANG LIST LPRT MACB MAIL MDTM MIC MKD } \
chk_str_fmt { MLSD MLST MODE NLST OPTS PASS PBSZ PORT } \

SIZE SMNT STAT STOR STRU TEST TYPE USER } \
chk_str_fmt { XCRC XCWD XMAS XMD5 XMKD XRCP XRMD XRSQ } \
chk_str_fmt { XSEM XSEN XSHA1 XSHA256 } \

cmd_validity ALLO

chk_str_fmt

{
{
{
chk_str_fmt { PROT REST RETR RMD RNFR RNTO SDUP SITE } \
{
{
{

< int [ char R int ] > \

cmd_validity EPSV < [ { char 12 | char A char L char L } 1 >\

cmd_validity MACB < string > \

cmd_validity MDTM < [ date nnnnnnnnnnnnnn[.n[n[nl]] 1 string > \

cmd_validity MODE < char ASBCZ > \

cmd_validity PORT < host_port > \

cmd_validity PROT < char CSEP > \

cmd_validity STRU < char FRPO [ string ] > \

cmd_validity TYPE < { char AE [ char NTC ] | char I | char L [ number 1 } >
preprocessor ftp_telnet_protocol: ftp client default \

max_resp_len 256 \

bounce yes \

ignore_telnet_erase_cmds yes \

telnet_cmds yes

preprocessor smtp: ports { 25 465 587 691 } \
inspection_type \
stateful \
b64_decode_depth 0 \
gp_decode_depth 0 \
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bitenc_decode_depth 0 \
uu_decode_depth @ \
log_mailfrom \
log_rcptto \
log_filename \
log_email_hdrs
normalize cmds
normalize_cmds

\

\

{ ATRN AUTH BDAT CHUNKING DATA DEBUG EHLO EMAL ESAM ESND ESOM ETRN EVFY } \
normalize_cmds { E

{

{

XPN HELO HELP IDENT MAIL NOOP ONEX QUEU QUIT RCPT RSET SAML SEND SOML } \
STARTTLS TICK TIME TURN TURNME VERB VRFY X-ADAT X-DRCP X-ERCP X-EXCH50 } \
X-EXPS X-LINK2STATE XADR XAUTH XCIR XEXCH50 XGEN XLICENSE XQUE XSTA XTRN

normalize_cmds

normalize_cmds
XUSR } \

max_command_Tline_len 512 \

max_header_line_len 1000 \

max_response_line_len 512 \

alt_max_command_1line_len 260 { MAIL } \

alt_max_command_1line_len 300 { RCPT } \

alt_max_command_line_len 500 { HELP HELO ETRN EHLO } \

alt_max_command_1line_len 255 { EXPN VRFY ATRN SIZE BDAT DEBUG EMAL ESAM ESND ESOM EVFY
IDENT NOOP RSET } \

alt_max_command_line_len 246 { SEND SAML SOML AUTH TURN ETRN DATA RSET QUIT ONEX QUEU
STARTTLS TICK TIME TURNME VERB X-EXPS X-LINK2STATE XADR XAUTH XCIR XEXCH50 XGEN XLICENSE XQUE
XSTA XTRN XUSR } \

valid_cmds { ATRN AUTH BDAT CHUNKING DATA DEBUG EHLO EMAL ESAM ESND ESOM ETRN EVFY } \

valid_cmds { EXPN HELO HELP IDENT MAIL NOOP ONEX QUEU QUIT RCPT RSET SAML SEND SOML } \

valid_cmds { STARTTLS TICK TIME TURN TURNME VERB VRFY X-ADAT X-DRCP X-ERCP X-EXCH50 } \

valid_cmds { X-EXPS X-LINK2STATE XADR XAUTH XCIR XEXCH5@0 XGEN XLICENSE XQUE XSTA XTRN XUSR

xlink2state { enabled }

preprocessor ssh: server_ports { 22 } \
autodetect \
max_client_bytes 19600 \
max_encrypted_packets 20 \
max_server_version_len 100 \
enable_respoverflow enable_sshlcrc32 \
enable_srvoverflow enable_protomismatch

preprocessor dcerpc2: memcap 102400, events [co ]
preprocessor dcerpc2_server: default, policy WinXP, \
detect [smb [139,445], tcp 135, udp 135, rpc-over—http-server 5931, \
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autodetect [tcp 1025:, udp 1025:, rpc—over-http-server 1025:1, \
smb_max_chain 3, smb_invalid_shares ["C$", "D$", "ADMINS$"]

preprocessor dns: ports { 53 } enable_rdata_overflow

preprocessor ssl: ports { 443 465 563 636 989 992 993 994 995 7801 7802 7900 7901 7902 7903
7904 7905 7906 7907 7908 7909 7910 7911 7912 7913 7914 7915 7916 7917 7918 7919 7920 },
trustservers, noinspect_encrypted

preprocessor sensitive_data: alert_threshold 25

preprocessor sip: max_sessions 40000, \
ports { 5060 5061 5600 }, \
methods { invite \
cancel \
ack \
bye \
register \
options \
refer \
subscribe \
update \
join \
info \
message \
notify \
benotify \
do \
gauth \
sprack \
publish \
service \
unsubscribe \
prack }, \
max_uri_len 512, \
max_call_id_len 80, \
max_requestName_len 20, \
max_from_len 256, \
max_to_len 256, \
max_via_len 1024, \
max_contact_len 512, \
max_content_len 2048

preprocessor imap: \
ports { 143 } \
b64_decode_depth 0 \
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gp_decode_depth 0 \
bitenc_decode_depth @ \
uu_decode_depth 0

preprocessor pop: \
ports { 110 } \
b64_decode_depth 0 \
gp_decode_depth 0 \
bitenc_decode_depth 0 \
uu_decode_depth @

preprocessor modbus: ports { 502 }

preprocessor dnp3: ports { 20000 } \
memcap 262144 \
check_crc

output unified2: filename snort.log, limit 128, nostamp, mpls_event_types, vlan_event_types
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include classification.config
include reference.config

include $RULE_PATH/1local.rules
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include threshold.conf
snort.conf
Snort’s configuration file




